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Concepts and Definitions Proposzed by
Chalrman, CODIB, for IncIusion
1n a Reﬁaea

Basie Disclosure Concept

Basic to all disclosure and release policies and procedures are the
concepts that intellligence and intelligence information will be made avail-
able only to those who have appropriate security clearances and who have
a need to know,

Effect of Nature of Material Protected

Policies and procedures must be applicable to the wide variety of
classified Intelligence materials ranging from "raw" informmation to
"finighed" intelligence. Precise definitions of these categories are
difficult to formlate. It is therefore more realistic to evalﬁata the
type of protection to afford a particular category on the basis of which
element or feature most requires safeguarding. In the case of raw in-
formation, the source of the information or the means of acouiring it is
usnally most important. In the case of finished intelligence, it is the
attribution of judgments and conclusions to the producer that most re-
quires safeguarding.

Locus of Control

The locus of control is to reside in the primary producing component.
For intelligence information, this is the collecting service; for finished
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intelligence, this is the production office. Control of national intelli-
gence rests with the USIBj of interdepartmental intelligence, with the
participating departments and agencies acting jointly; of departmental
intelligence, with the producing department or agency, unless higher
authority has granted exception.

Delegation of Control Respons: tbility

The present day responsibilities and mode of operation of intelli-
gence organizations makes necessary a delegation of authority among them.
gelves to perfomm certain acts which in times past have been reserved tc
themsélves, and further, to minimize the occasions when recourse to the
controlling organization is necessary to obtain the desired approvalo
Applied to the dissemination and diszclosure of information and intelli-
gence, delegation of authority may be evidenced by the presence or
absence of control indicators on the documents themselves.

Limitations on Disclosure by Third Agencies

Information reports customarily disguise the actual ldentity of the
source and their informationatl content is not attributable to the collectors
themselves. Intelligence reports (research and estim&tes), on the othery
hand, invariably identify the producer and are of interest primarily
because the judgments reflected in these reports are identified as thoss
of the producer. These and the considerations already mentioned point
to separate appi'oaches in applying special control indicators:

Information reports on publication should generally be

considered a contribution to the gensral pool of knowledge
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snd no longer within the special control of the originator
with reference to the incorporation of their informational
content into intelligence reports and to their relessability.

Intelligence reporte and estimates on publication should con-

tinue to be considered as within the control of the orizinator.
Diselosure and further dissemination, directly or indirscily,
should not be made without the originatorts permission.

Categories of Becipients

To facilitate the application of release policies, indlividusis and
organizations entitled to receive classified information and inteiligence
are categorized uas follows:

Category 1 U.8. Government employees of the iatellizence
copmenity, l.e., full-time employees of the
intelligence components whose heads are agembers
of the USIB.

Category I1 U.S. Government full-time employees of components
#ithin the State and Defense areas, but aoct in

USIB components themselves (e.go, Army Signal
COYPE) o

Category III  U.S. Govermment full-time employees outside the
State-Defence area who partieipate in thz intelli-
gence process (8.g., Bureau of Mines working on

Nig).
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{ategory IV U.S. persons and organizations having convractual
relationships with USIB member departments and
agencies.

Category V Foreign liaison officers and organizations with
whom the USIB member departments and agencies
have exchange agreemenis.

Control Indicators

The following control indicators are authorized and their use directed
where appropriates
1. To avold inappropriate use of information of value
to intelligence officers:
BACKGROUND USE ONLY
2. 'To protect sourgs by 1imiting disseminations
WARNING NOTICE - SENSITIVE SOURCES
AND METHODS INVCLVED
3, To avoid undue risk of compromise by limiting
geographical area of distribution:
O DISSEM ABROAD
L. To avoid unauthcrised disclosure by retaining control
of further dissemination in the originator:
DISSEM CONTROLLED

Clarification of Texms nContractor" and "Consultant®

When the control indicator DISSEM CONTROLLED appears on a dcoument,

it will, among others, estop its release to intelligence contractors
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{persons or organizations, including consultants, having contractual

relations with an USIB member department or agency for intelllgence

This indicator potwithstanding, it is not intended that
o marked be

pUrposeE) o
individual consultants working on the documents to be B

to them on the premises of the intelligence organization

denied access

or while the document remalns within its control., For exanple, 25X1A

25X1A

25X1A
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